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Phishing

Attackers use artificial
intelligence to craft
personalised emails/ SMS

that mimic legitimate
communication with near-
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@ Ransomware-as-a-
Service (Raa$)

Cybercriminals now rent ransomware kits to anyone
willing to pay, lowering the barrier for attacks.

Impact: Encrypted CBS/servers, data hostage situations,
and operational shutdown.
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Fraudsters create audio/
video impersonations of
senior officials to authorise
fake transfers or share
confidential data.

Impact: High-value fund
diversion and reputational

Malware planted in
software updates or third-
party vendor systems.
Impact: Compromise of
core banking or internet
banking systems despite
strong internal controls.

perfect grammar and style. o A0
Impact: Increased success ‘ 1
in stealing login credentials 4 R
or installing malware. | 2

QR/ UPI
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Manipulation
Key Takeawa :

y y 25 Fake QR codes and look-
The threat landscape is changing every month. o alike UPI apps leading to
Constant vigilance, layered security, and unauthorised debits.
employee awareness are the best defence against ~—

these advanced attacks.
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